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Dark Patterns: Consumer Protection Enforcement Framework

Section 2(e): “dark patterns” shall mean any practices or Comment: Dark patterns, by definition, directly trigger the Consumer Protection

deceptive design pattern using user interface or user experience  Act, 2079 (CPA 2019). This classification extends the CPA's reach, allowing

interactions on any platform that is designed to mislead or trick / action against deceptive digital practices as though they were traditional

users to do something they originally did not intend or want to® misleading advertisements or unfair trade practices.

. do, by subverting or impairing the consumer autonomy, decision

Regulatlon of Dark making or choice, amounting to misleading_advertisement or
Patterns, 2023 unfair trade practice or violation of consumer rights;
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Guidelines fo
Prevention and

(0]} VIOLATIONS AND PUNISHMENTS
Complaint o« The Central Authority possesses comprehensive

or Suo powers to address consumer violations through

Definition Section 47: "unfair trade practice" means a trade practice Moto Sections 20-21. Section 20 enables discontinuation

- Triggers which, for the purpose of promoting the sale, use or supply of of unfair practices after providing hearing
.‘O'. CPA, 2019 any goods or for the provision of any service, adopts any opportunity. Section 21 specifically targets

false/misleading advertisements, empowering the
Authority to direct discontinuation or modification.

unfair method or unfair or deceptive practice

Unfair trade practice or \_, ° Non-compliance with these directions triggers
violation of consumer Section 28: "misleading advertisement" in relation to any Section 88 penalties: imprisonment up to six months

Consumer rights product or service, means an advertisement, which— (i) falsely or fines up to twenty lakh rupees, or both.
Protection - / describes such product or service; or (ii) gives a false guarantee « Section 89 establishes stricter punishment for
Act, 2019 to, or is likely to mislead the consumers as to the nature, manuf'acturers/se.rv.i(?e providers causing false
Misleading advertisement —s substance, quantity or quality of such product or service; or (iii) advertisements: initial offenses face two years
conveys an express or implied representation which, if made by imprisonment and ten lakh rupees fine, while
the manufacturer or seller or service provider thereof, would subsequent offenses escalate to five years
constitute an unfair trade practice; or (iv) deliberately conceals imprisonment and fifty lakh rupees fine, ensuring

important information: progressive deterrence against repeat violations.
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LegAl Verse
For every manipulative "dark pattern," there is a transparent and user-friendly "light pattern."

Deep Dive into Y
the 13 ? @

cc . gom DARK PATTERNS MANIPULATIVE EXAMPLE ETHICAL ALTERNATIVE ("GOOD PATTERN")
Specified

Dark Patterns”

"Our seasonal sale ends this Friday. You can also sign

Avoiding dark patterns is "Hurry! Sale ends in 10:00 minutes!" (Timer up for notifications about future sales."
. . FALSE URGENCY : . :
not merely about refraining resets on page refresh). (Provides clear, truthful information and a helpful
from prohibited practices; it option).
is about actively embracing
ethical design alternatives "Would you like to add travel insurance for £2997" with
that empower users and Travel insurance is pre-selected and clear "Yes" and "No" buttons, both unselected by
build trust. BASKET SNEAKING added to the cart by default. default.
(Requires explicit, opt-in consent).

The following is a detailed
deconstruction of each of
the 13 dark patterns Decline button reads: "No, | don't care Decline button reads: "No, thank you."
specified in Annexure 1 of CONFIRM SHAMING about my pet's health." (Uses neutral, non-judgmental language).
the Guidelines.

‘ e |/ o‘\: Allowing full product browsing and offering an optional

¥ / account creation at checkout for benefits like order

=— / o Requiring a user to create an account to
— FORCED ACTION quining tracking.
browse products. oy : :
é: J\ (Makes the value proposition clear without forcing

action).
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Deep Dive into
the 13
“Specified
Dark Patterns”

Avoiding dark patterns is
not merely about refraining
from prohibited practices; it
is about actively embracing
ethical design alternatives
that empower users and
build trust.

The following is a detailed
deconstruction of each of
the 13 dark patterns
specified in Annexure 1 of
the Guidelines.
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DARK PATTERNS

SUBSCRIPTION
TRAP

INTERFACE
INTERFERENCE

BAIT AND SWITCH

DRIP PRICING

DISGUISED ADS

?

-
MANIPULATIVE EXAMPLE

Cancellation requires calling a support
number that is only open on weekdays.

A large, bright green "Accept All Cookies"
button next to a tiny, grey "Manage
Settings" link.

Advertising a free mobile game that
requires a mandatory purchase to play
past the first level.

A hotel room is listed at ¥4,000/night, but
the final price is 4,950 after mandatory
"resort fees" and taxes are added at
checkout.

A paid article promoting a supplement is
formatted to look exactly like a news
report on the same site.
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ETHICAL ALTERNATIVE ("GOOD PATTERN")

A clear "Cancel Subscription” button in the user's
account dashboard that completes the cancellation in
two clicks. (Provides a simple, symmetric process).

Two buttons of equal size and visual prominence:
"Accept All" and "Reject All." (Offers a balanced and fair
choice).

Offering a "Freemium" model: the game is free to play,
with optional in-app purchases for cosmetic items or
extra lives, clearly labeled as such.

The hotel room is listed at "¥4,950/night (4,000 base
+¥950 taxes & fees)." (Provides all-inclusive pricing
upfront).

The article is clearly marked with a large, visible
"Sponsored Content" or "Advertisement" label at the
top. (Ensures clear and unambiguous disclosure).
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Deep Dive into
the 13
“Specified
Dark Patterns”

Avoiding dark patterns is
not merely about refraining
from prohibited practices; it
is about actively embracing
ethical design alternatives
that empower users and
build trust.

The following is a detailed
deconstruction of each of
the 13 dark patterns
specified in Annexure 1 of
the Guidelines.
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DARK PATTERNS

NAGGING

TRICK QUESTION

SAAS BILLING

ROGUE MALWARES

?

O
MANIPULATIVE EXAMPLE

A pop-up asking the user to download the
app appears on every page load.

A checkbox with the label: "Do not
uncheck this box if you wish to opt-out of
our newsletter."

A free trial automatically converts to a
paid annual plan without any prior
notification.

A pop-up that looks like a system alert
screams "VIRUS DETECTED!" and pushes a
download of a fake security tool.
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ETHICAL ALTERNATIVE ("GOOD PATTERN")

A single, dismissible banner at the top of the page
suggests downloading the app. Once dismissed, it
does not reappear for the remainder of the session.

A clear, unchecked checkbox with the label: "Sign me
up for the newsletter." (Uses direct, affirmative, and
unambiguous language).

An email is sent to the user 7 days and 3 days before
the trial ends, clearly stating the date and amount of
the upcoming charge, with a direct link to cancel.

Legitimate security software providers use
professional, calm language and never use scare
tactics in advertising. They rely on brand reputation
and clear value propositions.
















